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PREFACE

his year marks the fifth edition of Rome MED — Mediterranean

Dialogues, the annual conference promoted by the Italian Ministry

of Foreign Affairs and International Cooperation and ISPI. Over
the past four years, Rome MED has gathered hundreds of policy-makers
and experts from all around the world with the aim of finding new paths
out of the current geopolitical upheavals and drafting a positive agenda
for the Mediterranean.

The 2019 edition of the Report provides insightful analyses, policy re-
commendations, new approaches to critical issues and data that can sti-
mulate discussion during our conference and beyond. Structured along
four thematic sections — shared security, shared prosperity, migration,
culture and civil society — the Report focuses on a selection of topics,
highlighting both challenges and developments stemming from a region
that is undergoing profound transformations.

From North Africa to the Middle East, the region is in search of a new
reordering. Conflicts, crises of legitimacy, struggling economies, socio-e-
conomic discontent, ethno-sectarian divides, demographic pressures, ir-
regular migration flows, human trafhicking, and climate change continue
to upset the region. Growing competition among external and regional
powers, who seek to strengthen their influence, adds further volatility to
the area. However, the increasing centrality of the Mediterranean in the
global system is not only due to the spillovers of these security and so-
cio-economic dynamics beyond the region. It also relies on a strategic po-
sition at the intersection of different geopolitical areas and trans-regional
networks. The main question yet to address is how to turn the Mediterra-
nean potential into an opportunity for stability and shared growth.

I'wish to thank all the scholars and experts for their insightful contribu-
tions to this Report. Their perspectives are crucial for a deeper understan-
ding of the future prospects of the region.

Paolo Magri
ISPI Executive Vice President and Director
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Algeria:
Nno return

to business as usual

Haizam Amirah Fernandez

Senior Analyst for the Mediterranean and Arab World,
Elcano Royal Institute and Professor of International Relations at IE University

is uncommon for countries to call off
]:\their presidential elections. When it hap-
pens, it is normally a sign of trouble in the
political system. It is even more unusual that
a country postpones those elections twice in a
row, and more so if it is done in a two-month
span. This has been the case in Algeria in 2019.
What makes the Algerian situation unique
is that the third attempt by the regime to hold
the postponed elections met with widespread
popular disapproval. It is also quite exceptional
that a popular mobilization asking for deep po-
litical reforms goes on for almost an entire year
in a peaceful and remarkably civil manner (at
least at the time of writing). There is little doubt
that something profound has changed in the
relationship between the Algerian state and its
citizens, but many questions still remain unan-
swered about the future of the country and the
way out of the current impasse between the mil-

itary-backed regime and the mobilized society.

WHY IN 2019?

A deep sense of humiliation spread among
Algerians in February 2019 when the official
announcement was made that president Ab-
delaziz Bouteflika was planning to stand for
a fifth mandate in the presidential elections
scheduled for 18 April The ailing Bouteflika,
whose public appearances have become scarc-
er over time, was viewed by many Algerians as
merely the facade of a power structure deemed
corrupt and a hindrance to the fullfillment of
their aspirations. Insult was added to injury
when le pouvoir (the term used by Algerians to
refer to the opaque power networks running

the country) tried to extend the fourth mandate
and maintain the status quo that had benefitted
them for decades.

The emotional impact of political decisions
explains much of what has happened in Alge-
ria in 2019 and it is also an indication of what
is needed to break the current stalemate. The
de facto powers were confident that they could
contain the social malaise by replicating old
tricks that had worked before. This attitude,
that many viewed as arrogant, did not take into
account the limits of the Algerian people’s pa-
tience, nor the energy that could be unleashed
if the population came to realize that the feeling
of humiliation was in fact widely shared. The
traumatic memory of the civil war of the 1990s
was no longer an impediment to widespread
and peaceful popular expressions of discontent
against the political regime.

The country’s massive and continued pop-
ular mobilization (called hirak) took almost ev-
eryone by surprise. One could argue that the
traumatic recent history of Algeria, added to the
learning process that followed the 2011 Arab up-
risings, has resulted in the high level of political
maturity shown by the Algerian population. The
peaceful and civilized nature of the demonstra-
tions — avoiding divisive ideological slogans,
highlighting the pride of the national sentiment
and acknowledging that diversity among Alge-
rians is a source of strength — has generated a
sense of unity and has even had a healing effect
after much suffering in the recent past. Almosta
year of sharing the public space to demonstrate
without violence has helped many Algerians to
rediscover their own country and fellow citizens.
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FALLING DOWN: THE ECONOMIC AND FINANCIAL CRISIS

Evolution of Algerian oil rents and total reserves

Total reserves Oil rents
(billions) = == (% 0of GDP)
320 32%
240 \/ 24%
160 16%
80 8%
0 0%
2000 2003 2006 2009 2012 2015 2018
THE ARMY IS CRUCIAL

Top 10 countries in the world for imports of arms in 2014-18

. $10-15 billion
@ s5-0billion

. $0-5 billion

TOP 5 ARMS EXPORTERS TO ALGERIA

VALUE OF ARMS IMPORTS IN $ BILLIONS (% of total Algerian jmports)

Saudi Arabia 16.8 China 6.1 Russia 65.7%

India 13.8 UAE 5.4 China 13.5%

Egtpt 7.4 Irag 5.3 Germany 10.3%
Australia 6.7 South Korea 4.5 Italy 4.8%
Algeria 6.4 Vietnam 4.2 Sweden 1.6%

Data: SIPRI; WB
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A CIVILIAN STATE OR A MILITARY STATE? 20 years of Bouteflika

The Algerian People’s National Army (PNA) has Timeline of the last Algerian
@ played a central role in the country’s political presidential elections

life since its independence in 1962. That role 1999

has become much more evident following the 1st mandate

$10 billion

Algerian defence
budget in 2018

outbreak of the hirak in February 2019. The mil-
itary junta, headed by the army’s chief of staff,
General Ahmed Gaid Salah, forced Bouteflika
to resign after twenty years of ruling the coun-
try asa result of the largest political mobilization
since reaching independence. That move was

followed by a wave of arrests among key figures
of the political and business elites, mainly those
associated with the Bouteflika “clan’, starting

with his influential brother Said, but also ex-
tending to members of the “opposition” parties

2004

and civil society activists.
The goal of the military since the beginning
of the hirak was to force the holding of pres-

idential elections as soon as possible in order
to limit the chances of having to make conces- Elected with 85%

sions to the popular movement. Gaid Salah, =~
2009

who has been delivering one public speech 3rd mandate

after the other, has tried different tactics in
order to weaken the hirak — like attacking the
presence of Berber flags in the demonstrations
— with little success. If anything, his threaten-
ing tone and lack of empathy have turned him

into a highly unpopular political actor who

I |
Elected with 90.2%

make credible offers to the population.

does not seem fit to negotiate a transition or

2014

In the current Algerian political scenario,
4th mandate

the military is sparing no effort to maintain

its hold on power behind a fagade of constitu-
tionalism and far from credible electoral plu-
ralism. For the military, preserving its material
interests and ample prerogatives is crucial.
This includes having exclusive control over
L _______Imm

the large defence budget (around s10 billion in

. s Elected with 81.5%
2018, accounting for a quarter of total military w 5

spending in Africa, with Algeria being the fifth 2019?
largest arms importer in the world). * -

It also means overseeing strategic affairs,

playing a central role in politics and assuring

@ legal immunity for past, present or future ac-
tions.

For many Algerians, the armed forces are the

70% most trusted institution and the ultimate garan-

dependence on tor for safeguarding the national independence expected on 12 December

imports in Algeria and sovereignty. However, as months of mas- [ Data: IPU
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sive popular demonstrations have made clear,
Algerians have expressed their desire to live in
a “civilian state” (dawla madaniya) rather than
in a state run by the military (dawla askariya),
with independent institutions, credible electoral
processes and legitimate rulers.

The political crisis is bound to continue in
Algeria as long as the contradiction persists be-
tween the de facto military rule and the provi-
sions of the 2016 Algerian Constitution. Articles
7 and 8 establish, among other things, that “The
people are the source of all powers. National
sovereignty belongs exclusively to the people.
The constituent power belongs to the people.
The people exercise their sovereignty through
the institutions they establish. The people also
exercise it through their elected representa-
tives”. Algerians are no longer willing to accept
the status quo and are saying they have had
enough. Nothing captures that mood better
than the banners used in demonstrations bear-
ing the writing “The presidency is at the service
of its excellency the people”.

AN UNSUSTAINABLE STALEMATE

After postponing the presidential elections
that were scheduled first for 18 April and then
for 4 July, the head of the military junta pushed
to have them held before the end of the year.
The chosen date was 12 December. Unless
some unexpected event takes place before
that date, there is very little chance that the
elections alone — without a major overhaul of
the political and electoral systems — will bring
Algeria back to business as usual. The core of
the ongoing deadlock between the military
and the hirak is the manifest incompatibility
between the replacement approach of the for-
mer and the transition approach of the latter.
While the military junta prefers to select a new
head of state without implementing any fun-
damental political changes, the heterogeneous

protest movement is calling for a democratic
transition, with an effective separation of pow-
ers and leaders who are not associated with the
old guard’s methods and abuses.

One problem that risks complicating the
situation in Algeria even further is the loom-
ing economic crisis as a result of political pa-
ralysis. While the military is unable to reassure
protesters about its willingness to reform the
system and while the protesters are unable
to appoint representatives and produce new
leaders, Algeria’s economy is suffering the
consequences of bad past policies, a lack of
reforms and the volatility of oil revenues. Al-
geria’s foreign exchange reserves are shrinking
(from close to $200 billion in 2014 to $65 billion
in July 2019).

For a country that imports most of what it
consumes (nearly 70%), this should be a major
source of concern due to the social repercus-
sions of a steady decline in reserves. Abundant
subsidies and public projects also rely heavily
on those reserves, which have been used to
buy social peace. It is just a matter of time be-
fore political demands extend to the economy,
which could lead to civil disobedience and re-
pression if not addressed in a wise and timely
manner.

It can be argued that the post-1962 system
(the first Algerian republic) is showing signs of
exhaustion and that the people want the es-
tablishment of a second republic with different
rules of the game. The generational change is
being felt in the streets of Algerian cities and
in its cyberspace. However, it has yet to reach
the upper echelons of the military establish-
ment. It remains to be seen if a peaceful way
out of the impasse that is threatening Algeria’s
stability can come from younger generations of
military officers who are willing to reduce the
political exposure of the armed forces, while
retaining their oversight of strategic issues.

15




SHARED

SECURITY

100,000

civilians forcibly
displaced in Libya

ROME 2019

MED

Starting from resources:
a model for conflict

resolution in Libya

Arturo Varvelli

Senior Research Fellow, Co-head MENA Centre, ISPI

o this day, the ongoing armed con-

flict in Libya has claimed the life of

more than one thousand Libyans
and forced the displacement of 100,000 ci-
vilians. The two key stakeholders, Khalifa
Haftar's Libyan National Army (LNA) and
the Government of National Accord (GNA)
led by Fayez al-Serraj, still believe that mili-
tary victory is achievable. This hampers the
possibility of a return to the negotiating ta-
ble, which seems unlikely in the near future.
Haftar's recent actions may be the sign of an
imminent upsurge in violence and material
damage, as demonstrated by the air strikes
against civilian facilities and airports, as well
as the growing involvement of external actors
in both camps (in violation of the UN military
embargo in force since 2011).

The United Nations cannot rely on a solid
international community for its mediation
effort: in the short-term it appears unlikely
that the UN Special Envoy to Libya, Ghassan
Salamé, will be able to broker a ceasefire that
would bring the stakeholders to the negotia-
tion table. At the same time, it seems just as
unlikely that a military confrontation could
provide a solution to Libya's problems. The
initially relentless LNA military offensive
against Tripoli did not achieve the desired re-
sult of a rapid conquest of the Libyan capital
and will not bear fruit in the near future. In
June, the militias registered some success at
Gharyan and Tarhouna, previously controlled
by Haftar’s forces. The General's military de-
feat redefined the balance of power between
the parties involved: while Serraj’s GNA has

been re-vitalized by Haftar's attack, the latter
has lost most of the consensus he had earned,
including in Tripoli. Moreover, the South re-
mains a tribal battleground, while relevant
military and political forces like the militias
from Misrata and Zintan (that contributed
significantly to Haftar’s defeat) are eager to
expand the confrontation.

THE EXTERNAL FRONT: ONE CRISIS, MANY
STAKEHOLDERS

The conflict currently appears to be play-
ing out on both the regional and the interna-
tional level. Recent evidence shows a growing
involvement of regional actors, to the extent
that the conflict is beginning to resemble a
proxy war between the players who are bra-
zenly supplying the two factions with so-
phisticated weaponry and mercenaries." The
motivations behind this support are manifold,
ranging from a legitimate yearning for securi-
ty to pursuing geopolitical ambitions, in addi-
tion to an ideological clash over the Muslim
Brotherhood ?

Meanwhile, non-regional international ac-
tors appear to be reassessing their positions,
particularly in light of Haftar's military adven-
turism. The appointment of Richard Norland
as US. Ambassador to Libya and his support
for a ceasefire point towards greater con-
vergence between the U.S. position and the
course set out by the United Nations. The Rus-
sians, who in the recent past supported Haftar
politically and almost certainly militarily as
well, also seem to be taking some distance
themselves. The Russian Foreign Minister



17

THE GREAT POTENTIAL
Oil production in Libya
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WHO CONTROLS OIL?

Situation on the ground in Libya and major oil fields and infrastructures
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of Libyans live in

Sergey Lavrov recently declared that Russia
is not supporting Haftar, but underlined that
the Kremlin is talking to all parties in the con-
flict and will continue to do so.? France too,
after actively contributing to the recognition
of Haftar's international political role, seems
now to be backing away from its previous
stance. Since the Palermo conference last No-
vember, Italy’s support progressively shifted
away from Serraj and closer to Haftar, but wa-
vered during General’s offensive in April and
until his attempt to take Tripoli. Following
these developments, Italy revived its ties to
the GNA and Misrata while remaining equi-
distant from the two sides. When Serraj trav-
elled to Rome in September to meet with the
Italian Prime Minister Giuseppe Conte, it was
precisely because he aimed to obtain clearer
and more assertive support from Italy.*

LET LIBYANS TALK ABOUT RESOURCES: ONE
STEP TOWARDS STABILITY?

If the international community wishes to re-
vive hopes of negotiation, it will have to do
so under different premises. In the medium
and long term, the redistribution of revenues
from energy sources (oil and gas) could facili-
tate a rapprochement between the conflicting
parties at local level, while reducing tensions
among the external (regional and internation-
al) powers that support them.

However, the deep split currently wit-
nessed in Libya is not unique in the Middle
East or among rentier state economies. In
spite of notable differences, the Kurdish-Iragi
model may provide a viable option to over-
come the Libyan crisis. After the 2005 Con-
stitution officially sanctioned the autonomy
of Iragi Kurdistan (Article 140 and granted
significant economic and political freedom
from the federal government, one of the main
issues concerned regulating power relations
between the two sides with regard to the ex-
ploitation of natural resources, especially oil.
There followed the “Oil and Gas Law of the
Kurdistan Region” (2007), that provided for
extraction activities to be overseen by the

SHARED SECURITY

Kurdistan to be deposited in a general petro-
leum revenue fund for Iraq (Article 18). Part of
the revenue is then allocated to the regional
government by a national joint commission,®
under the supervision of an international
financial institution (Article 19).” The agree-
ment was later amended in light of mounting
tension with the central government. Never-
theless, in spite of difficulties and disputes,
this revenue-sharing agreement seems to
have brought some degree of stability to the
country.®

If the same framework were to be applied
to Libya, a percentage of oil revenue would
need to be allocated to Cyrenaica. In the Iragi
model, a share of the federal budget pro-
portional to the percentage of the Kurdish
population is earmarked each year for the
Kurdish autonomous government. Starting
in 2003, the Erbil quota remained — more or
less continuously — around 17%, but starting
in 2017 it dropped to 13%, reflecting the de-
crease in Iraq’s Kurdish population. If Libya
were to earmark a fixed share of oil revenue
for the Benghazi branch of the Central Bank,
for example around 30% based on the share
of the Libyan population living in Cyrenaica,
a long-lasting ceasefire could be agreed upon
with eastern Libyan constituencies, along
with a withdrawal of the LNA to within the
borders of Cyrenaica or those prior to the
military attack of 4 April, and perhaps even a
future replacement of Haftar's leadership. As
mentioned above, many tribes in Cyrenaica
do not view favourably a continuation of a
conflict that sees many of their youths fight-
ing for the LNA for an increasingly unlikely
conquest of the capital.

Such a system would allow the LNOC and
the Central Bank in Tripoli to maintain their
central role and their monopoly on resource
exploitation by collecting revenue from fos-
sil fuel exports and turning some of it over
to Cyrenaica, which would then achieve a
de facto autonomy in managing its accounts,
maintain some of its own economic institu-
tions, and potentially establish regional polit-

48,400

million barrels: total
proven reserves of oil
in Libya (1* in Africa)

ical ones. Should the agreement be violated
by the LNA, the authorities in Tripoli could
suspend the provision of funds to Benghazi.

regional government in collaboration with
the federal government and for all revenues
obtained from petroleum extracted in Iragi
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CONCLUSION

The adoption of an arrangement based on
the Kurdish-Iraqgi model in Libya would have
positive repercussions on all three levels of
conflict - local, regional, and international. It
would uphold the interests of both Cyrenai-
ca constituencies and regional actors, on the
condition that the latter withdraw their mili-
tary support to Haftar, especially if the most

influential international actors clearly express
their opposition to his gambit for hegemony
by explicitly condemning the military escala-
tion he pursued. This solution would not lead
to a division of the country, which for all in-
tents and purposes already exists, but would
instead be the best guarantee to preserve the
unity of Libya and to provide a favourable
outlook for its stabilization.

19
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The quest for a regional
security

in the Gulf

Annalisa Perteghella
Research Fellow, MENA Centre, ISPI

he debate surrounding the call for a

security architecture in the Gulf isa

recurrent one; and yet, it is extreme-
ly timely. As the frequent spikes of escalation
in the Gulf region in 2019 have shown, securi-
ty is a precarious asset, and as such it requires
constant consideration and protection.

THE STRATEGIC RELEVANCE

OF THE GULF: A FRAMEWORK

The Gulf is one of the more strategic regions
in the world. First of all, its favourable location
has made it a flourishing channel of trade and
communication. The Strait of Hormugz, in par-
ticular, is considered a strategic chokepoint for
the oil and non-oil seaborne trade of all the Gulf
countries. It connects the Gulf with the Indian
Ocean, ie, the world’s largest known site of oil
reserves and exports to the world’s highest con-
sumption regions, (Asia, Western Europe, and
the USA). Moreover, the string of ports lying
across the coasts of Saudi Arabia (Dammam),
the UAE (Jebel Ali), Oman (Dugm and Salalah),
and Iran (Bushehr, Bandar Abbas, Chabahar),
represent key logistic hubs with a global reach,
and as such are relevant to the interests of global
trade powers such as China.

This economic relevance, together with the
complex political characteristics of the region,
have made the Persian Gulf a hub for regional
tensions, and its security and stability are con-
stantly under threat — whether from external
threats or challenges (e.g. terrorist groups) or
from national (local?) crises, or latent conflicts
between individual countries in the region (e.g.
the Quartet vs Qatar, Iran vs Saudi Arabia). This

architecture

chronic vulnerability has direct and relevant
consequences on local economic and social de-
velopment.

The deterioration of the security environ-
mentwe have been witnessing since the second
half of 2019 is a direct result of the rise in con-
frontation between the United States and Iran
following the US withdrawal from the JCPOA,
of the subsequent European failure to abide by
the deal and ensure its correct implementation,
and of the resulting end of Iran's “strategic pa-
tience” These dynamics strongly reverberate on
security in the Gulf, as Tehran has (presumably)
resorted to piracy and targeted attacks against
oll tankers as well as key oil infrastructures in
order to restore deterrence and gain political
leverage vis-a-vis the United States. So, where
do we go from here? What does the current cri-
sis teach us, and how do we avoid future esca-
lations?

BEYOND ESCALATION: THE FLAWS OF
THE CURRENT SECURITY ARCHITECTURE
The answer lies in the concept of a regional se-
curity architecture. The 2019 crisis in the Gulf
is not the cause but the consequence of at least
two flaws: first, the current security system re-
lies on objectives and guarantees of an external
power (the USA) and it is designed to contain
and exclude one of the region’s most important
states, ie. Iran; its second and more import-
ant weakness is that it relies on a concept of
security as a zero-sum calculation, leading all
the states in the region to try to maximize their
own security to the detriment of the others’
With regard to the first flaw, excluding Iran
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THE ‘SOFT’ COMPETITION: ENERGY

Oil and natural gas production of the Gulf countries (2018)

. Oil production (in million barrels per day) ‘ Natural gas production (in billion cubic meters)
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THE ‘HARD’ COMPETITION: MILITARY
Military expenditures in the Middle East (2018)

Size of military expenditure in billion USs: .
Saudi Arabia 67.5

UAE 24.6 (2014)
Turkey 19
Israel 15.9
Iran 13.2
Kuwait 7.3
Oman 6.7
Irag 6.3
Egypt 3.1
Lebanon 2.8
Qatar 2.1(2010)
Yemen 2.1(2014)
Jordan 1.9

Bahrain 1.4
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resources
are in Iran
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$8.1 billion

the amount of arm
sales to Saudi Arabia,
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from regional security arrangements (as the US
withdrawal from the JCPOA and the “maxi-
mum pressure” policy aim to do) has only made
Iran all the more determined to safeguard its
security and economic interests in the region,
and this stance resulted in a regional loss of
security and a rise in instability. The US and
its allies attempt at isolating Iran has been the
policy since the aftermath of the Iranian rev-
olution. Until 2003, Iraq was also on the US
blacklist, and Saddam Hussein’s fate resonated
as a powerful example in Tehran of what being
on the “axis of evil” could mean. Iran’s rise in
the region in the aftermath of Saddam Hus-
sein’s being deposed in 2003 came as a result
of the Iranian quest for maximizing its security
in what was (is?) perceived as a hostile political
environment. It comes as no surprise that the
rise of Iranian ended up scaring its regional ri-
vals, and thus triggering a quest for maximizing
their own security against Iran, as the trends of
the last 15 years in regional military spending
show.

And here we come to the second flaw. Af-
ter 2011 we witnessed a further deterioration of
the security environment, resulting in today’s
contrasting threat perceptions and in the lack
of mutual confidence. The reconfiguration of
political order experienced in many countries
of the region, as a result of Arab Spring protests
or lawful political succession, together with the
rise of political Islam, with the spread of proxy
wars in weak and fragile states, and in combi-
nation with the nuclear deal paving the way
for Iran’s reintegration into the international
community, all combined to ignite a massive
securitization of the regional states’ foreign
policy. Specifically, through the resultant at-
tempt to maximize national security vis-a-vis
the other regional actors, each country fuelled
a steady drop in regional security. What we see
today is indeed a reiteration of zero-sum calcu-
lations contributing in a feedback loop to the
long-existing security dilemma, i.e. “the vicious
cycle in which security-producing efforts by
one state result in a sense of insecurity among
another state, which then embarks on its own
security-producing measures, in turn prompt-
ing the first actor to take additional steps to en-
hance its security”

SHARED SECURITY

NEW ACTORS, SAME OLD STORY: THE DICEY
ROLE OF RUSSIA AND CHINA

The picture grows even more complex if we
take into consideration the expanding role of
external powers such as Russia and China.
These emerging actors are in fact becoming
more and more interested in security and
stability in the region, and are employing var-
ious strategies to try to maximize their own
interests: increasing their political stature in
the area (as in the case of Russia) and /or safe-
guarding and enhancing the trade routes (as in
the case of China).

As their interest in the region grows, they
continue to develop their own propositions for
regional security. This is the case of the “Rus-
sia’s security concept for the Gulf area”, pub-
lished by the Russian MoFA in July 2019? and
subsequently endorsed by China3 The pro-
posal widely reflects the Russian worldview
on international affairs: the core of the propo-
sition lies in the notions of adherence to inter-
national law (the UN Charter and the UNSC
resolutions), of multilateralism (ie. having a
voice, a clear rebuttal of US unilateralism) and
of respect for sovereignty and territorial integ-
rity within the constitutional framework and
without external interference. Moscow’s long-
term objective, as per the concept, is the cre-
ation of a Security and Cooperation Organi-
zation in the Persian Gulf (PGSCO), that would
include all the countries in the region as well
as external powers such as Russia, China, the
USA, the EU, India, and other stakeholders.
The main concern of this organization would
be “countering terrorism and extremism” and
“ensuring sustainable political settlements in
Yemen, Syria, and Iraq”, then proceeding to
wider-ranging efforts such as “transforming
the region into a zone free of weapons of mass
destruction tackling transnational terrorism,
illicit trafficking in arms and illegal migration,
drug trafficking, and organized crime”.

Many of these points can also be seen in the
foundations of the Iranian idea of collective
security in the Gulf, which periodically re-
surfaces in international fora — such as in the
2019’s call for the Hormuz Peace Endeavour
launched by President Rouhani at the United
Nations General Assembly in New York.* The



Iranian view for the region can be reduced to
a few principles: minimize the US role in the
region; steer any organization away from too
close of a Western alliance and minimize the
possibility that it will be configured as an alli-
ance against Iran; emphasize the littoral states
as the “natural” interlocutors and members;
and, finally, build up an effective leverage
against Saudi Arabia.

Even though the Russian proposal can be
met favourably by Iran and - to some extent
— by other Gulf countries, its long-term sus-
tainability is hard to prove. Moscow hopes to
exploit the rising doubts in the Gulf about the
reliability of the USA as the sole regional se-
curity guarantor, which would be a direct con-
sequence of US energy independence. China,
too, is interested in the region’s stability as it
enters into significant partnerships with re-
gional countries in order to secure oil imports
and trade deals. For example, in July 2018 the
UAE and Beijing elevated their relationship to
a “strategic partnership”®

However, this convergence of interests be-
tween Moscow and Beijing could soon turn
into significant divergence as the fulfilment
of one country’s objectives comes as a threat
to the other’s interests. For example, if the
Chinese role in the area should start being
perceived by Moscow as a direct threat to its
interests of self-determination and security
along its peripheries, or if China (which is the
world’s top oil importer) should decide not to

rely on Russia (the world’s leading oil supplier)
for the arrangements to secure them®

INCLUSIVE AND ENDOGENOUS: WHAT THE
NEW SOLUTIONS FOR SECURITY SHOULD LOOK
LIKE

So, in conclusion, a new regional security ar-
chitecture is very much needed. Even though
the reports of US withdrawal from the region
are highly exaggerated, it is undeniable that
the regional countries can no longer rely on
Washington as their sole external security
guarantor. At the same time, a new uncondi-
tional reliance on the Russian-Chinese em-
brace may prove unsustainable over the me-
dium-long term. As a result, any new security
system must originate in the region, must be
inclusive (that is, not designed to isolate and
contain individual countries in the region)
and must aim at reducing tensions, managing
crises, preventing conflict, and improving pre-
dictability. This potential new architecture can
be initially devised as a platform for dialogue,
translating only at a later stage into a more sta-
ble security regime involving ad hoc created
institutions. The overall and main objective
must be to defuse the security dilemma so as
to eliminate the conditions enabling conflict.
If we consider the chaos that emanated from
the region over the last months, we might well
find this proposal naive. But after all, it is from
chaos that opportunity springs, and solutions
often hide in plain sight.
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Breaking up critical
infrastructure: cyber attacks

in the MENA region
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SHARED yberspace has become one of the  geopolitical setting to be properly analysed
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mains’ in the world. According to the

*The ISPI Centre .
on Cybersecurity World Economic Forum, cyber attacks are =~ THE RELEVANCE OF DIGITALIZATION IN THE
is promoted among the top 10 risks that our world is fac- MENA REGION
in cooperation ing today (ranking fifth for likelihood and sev- ~ There are several reasons why countries in

with Leonardo

Internet penetration
n MENA countries

enth for impact). In 2017, the average number
of breached records by country was 24,089.2
With the ongoing development in quantum
computing and Artificial Intelligence, the
risks that these attacks will increase both in
terms of range and penetration capabilities
are very high. While there has not been a “cy-
ber Pearl Harbor” yet, the threats that these
attacks pose to our societies and economies
are real: “cyber attacks can be more danger-
ous to the stability of democracies and econ-
omies than guns and tanks” affirmed the EU
Commission President Jean-Claude Juncker
in 20173 One of the drivers of growing un-
rest in cyberspace is a surge of state-spon-
sored cyber attacks, which are often aimed
at spying on an adversary or disrupting their
capabilities. As underlined in ISPI's latest
Cybersecurity Centre Report* cyberspace
is increasingly becoming an arena in which
national interests collide, thus mirroring in-
ternational confrontations. However, cyber-
space is also the “domain of ambiguity” as it
is almost impossible to establish actionable
attribution for a cyber-attack. In order to un-
derstand the motivation and the scope of a
cyber-incident, it is necessary to consider the
multiple layers - strategic, political and oper-
ational - in which it occurss Each cyber-cam-
paign must therefore be contextualized in its

the Middle East and North Africa (MENA)
should regard cybersecurity as a dangerous
threat to their political and social stability. The
MENA region has one of the fastest-growing
internet penetration rates in the world: from
30% in 2014 to more than double (67%) in
only five years. Some countries have already
begun to implement plans for the digitaliza-
tion of their economies and societies, thus
becoming more and more dependent on ICT
security. The penetration rate is expected to
grow ever more, considering that the MENA
region has a very young population - 60% of
the population is under 30 - that is becoming
more and more literate, and thus more tech-
nologically savvy than older generations. It is
no surprise, therefore, that MENA countries
are particularly concerned about the growing
threats coming from cyberspace. Some have
already suffered disruptive cyber attacks -
like Israel, Iran, Qatar, and Bahrain — with
relevant consequences in the real world. For
these reasons cybersecurity and cyber-resil-
ience have become major priorities for many
governments in the region.

EXAMPLES OF CYBER ATTACKS ACROSS THE
REGION: STUXNET AND SHAMOON

Two major malicious cyber campaigns,
among the most disruptive attacks against
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critical infrastructure in the world to date,
have hit the local industrial sector in the
MENA region, whose implications can be an-
alysed to reflect on the seriousness of regional
and global repercussions.

The first is the so-called “Stuxnet attack”,
a cyber-operation that came to light in June
2010 directed against an Iranian nuclear fa-
cility in Natanz. Stuxnet is the name of a
cyber-worm crafted to penetrate the IT sys-
tem of the targeted nuclear power plant and
aimed at slowing down the enrichment pro-
cess of the uranium. The nuclear facility was
air-gapped, that is to say not connected to
the public internet, thus the attack required
the use of alternative devices — such as USB
sticks — to be successful. Once inside the nu-
clear plant and activated, the worm spread
into the system and changed “the output fre-
quencies and thus the speed of the motors for
short intervals over periods of months”® The
nuclear technicians took some time to realize
that the nuclear plant was being sabotaged
through a cyber attack. Overall, it is reported
that Iran decommissioned around 20% of its
centrifuges in the Natanz plant during the at-
tack.” Moreover, the worm did not stop at Na-
tanz; it continued to spread and it has appar-
ently infected over 60,000 computers around
the world (among the countries affected
were India, Indonesia, China, Azerbaijan,
South Korea, Malaysia, United States, United
Kingdom, Australia, Finland, and Germany).
However, the impact of a cyber attack goes
beyond its “technical outreach”. Indeed, Stux-
net was a wake-up call in the cyber domain
because, until that point, it was widely be-
lieved that industrial systems were immune
to cyber attacks.? As for the others offensive
cyber campaigns, it is difficult, if not impos-
sible, to determine the identity of the instiga-
tors and the actual perpetrators. Yet, thanks
to a journalistic investigation conducted by
New York Times reporter David Sanger, it
would appear that it was the United States
and Israel who initiated a major cyber attack
program directed against the Iranian nuclear
program.® According to this analysis, the aim
of the operation was twofold: on the one hand
it aimed to weaken Iran’s nuclear capability

SHARED SECURITY

(as mere sanctions were not enough), while
on the other, employing alternative solutions
to a military airstrike prevented the escala-
tion of violence in the region. Regardless of its
actual consequences on the Iranian nuclear
programme, the attack has bolstered Iran’s
defensive and offensive cyber capabilities.”®
Another interesting example of cyber at-
tack in the region was directed against the
Saudi Arabian Oil Company (Aramco) in the
summer of 2012, two years after Stuxnet. Ar-
amco is one of the largest oil companies in
the world and one of the cornerstones of the
global economy producing 10 million barrels
a day." On 15 August 2012, Aramco’s IT sys-
tem was hit by a new type of destructive mal-
ware (dubbed Shamoon) that corrupted their
files and spread across its network, infecting
around 30,000 personal computers. It then
extended to other firms’ networks, including
Qatar Petroleum and ExxonMobil. Unlike the
Stuxnet worm, Shamoon was not designed
to target specific work stations in Aramco’s
system and propagated randomly into the
network® by first taking control of a comput-
er connected to the internet and using it as a
proxy to penetrate the system. The malware,
that did not cause any physical damage to the
infrastructure (even if it was intended to),®
resulted in the malfunctioning of the work-
stations and thus impacted production and
business processes. It took Aramco around
two weeks to return to business as usual.
However, in December 2018 the malware re-
emerged™ in a new wave of attacks against
Saudi Arabia and the United Arab Emirates
(UAE). Again, as in the Stuxnet case, it was
impossible to ascertain responsibility for the
attack. A group of hacktivists called “The Cut-
ting Sword of Justice” claimed ownership of
the operation, and yet doubts remain about
the real motivations and the actual perpetra-
tors,® particularly because political experts
appear more inclined to attribute the attack
to Iran as retaliation for the Stuxnet attacks.®

WHAT CAN BE DONE?

As briefly outlined, cyberspace is a domain
where it is possible to conduct operations
aimed at disrupting and sabotaging the capa-



bilities of any adversary. As such, cyberspace
provides the ideal environment to pursue
strategic goals in light of two important con-
siderations: first, it allows for a high level of
anonymity and second, cyber attacks are still
considered below the threshold of the “use of
force” as defined by international law.”” These
characteristics spark distrust among states
when it comes to cyber affairs. The interna-
tional community has been addressing the

tives such as the Arab Convention on Com-
bating Information Technology Offences®
or bilateral cooperation agreements like the
Tunisian-French Agreement on Cybersecu-
rity® and the Memorandum of Understand-
ing between India and the UAE are positive
steps that must be supported and encouraged
as a way to enhance mutual trust and trans-
parency. Moreover, as a general policy rec-
ommendation, it could be important to seek

growing unrest in cyberspace with limited
success. As a matter of fact, the views of in-
ternational actors diverge significantly with
reference to state behaviour and responsi-
bilities in cyberspace. One possible way for-
ward would be regional agreements among
like-minded countries, which contribute to
developing good practices and success stories
that are key to build confidence and trust be-
tween states. In this sense, multilateral initia-

greater involvement of MENA countries at
UN level where two working groups (Group
of Governmental Experts and the Open-End-
ed Working Group) are currently engaged in
the definition of common approaches and
responsible state behaviour in cyberspace.
Nevertheless, until geopolitical tensions and
conflicts are settled and peace reigns across
the region, cyberspace will remain the perfect
environment to harm and attack adversaries.
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in cyberspace
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e proliferation of information war-
fare in cyberspace has contributed
over the years to increased instabil-

ity. Information warfare has a few distinct
characteristics which malke it a tool that many
actors seek to use: even with limited resourc-
es, significant damage can be done, including
changing public perceptions, damaging repu-
tations or misleading audiences. Furthermore,
information campaigns can reach a large
amount of people through different online
platforms, maximizing their effect. Identify-
ing the perpetrator who is often complicated,
and because of the lack of laws and tools to
regulate behaviour in cyberspace, malicious
actors can resort to a variety of tactics and
subterfuges in this sphere.

INFORMATION WARFARE IN THE MIDDLE
EAST: REGIONAL TRENDS

Conflicts and rivalries in the Middle East have
extended also to the digital space, creating a
new battlefield dominated by operations in
cyberspace.! This has resulted in more and
more states investing in developing cyber
capabilities to support their ambitions. In the
volatile security and political environment of
the region, almost any political conflict plays
out also through information warfare which
is used to win hearts and minds and to shift
public opinion in one’s favour to gain a stra-
tegic advantage. Also in light of the fact that
internet usage and social media penetration
in the region are well above the global aver-
age, the Middle East has become an area very
prone to information operations.

There are a few trends that dominate the
information warfare picture in the Middle
East:

+ Information warfare operations are
used to escalate tensions as part of more en-
compassing strategies in regional conflicts
and rivalries. The predominant tools consist,
on the one hand, in obtaining sensitive data
with the aim of leaking or creating false in-
formation and, on the other, in social media
campaigns that rely on fake accounts to sup-
port/counter different narratives, manipulate
public opinion and spread false information.

The Gulf region has long been a playground
for information operations especially with
reference to conflicts and rivalries between
Saudi Arabia, UAE and Qatar, Saudi Arabia
and Iran etc. For example, in 2017, the Qatari
news agency website was hacked to produce
fake messages allegedly posted by Qatari
leaders that criticized the US administration,
showing support for Hamas and the Muslim
Brotherhood and praising Iran? This fuelled
regional tensions between GCC countries
and Qatar over Qatari foreign policy and led
to the blockade and isolation of Qatar. Along
the same lines, in September 2019 Twitter
announced that it had suspended a handful
of accounts based in the United Arab Emir-
ates for being used in information operations
against Qatar and Iran.?

Iran is another relevant cyber player. A
complex, interlinked maze of news sites and
social media accounts linked to Iran has giv-
en Teheran a vast outreach, with messages

targeting audiences living in regional com-
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peting countries, but also in the US.* Overall,
this interlinked maze aims to exploit societal
issues, coupled with narratives that offer sup-
port to Iran’s actions and that condemn those
of other countries® Technology and cyberse-
curity companies have identified networks
of accounts originating from Iran on several
occasions. The Atlantic Council’s Digital Fo-
rensic Research Lab offers a comprehensive
overview of these information operations
connected to Iran in the past years® These
accounts are used to promote messages that
support Iran’s foreign policy (for instance
support for the Palestinian cause in the Ar-
ab-Israeli conflict, anti-Western propaganda
targeted against Saudi Arabia) and aim to tar-
get audiences in other countries in the region
but also in the US, with messages available in
different languages.

External actors also use information war-
fare to pursue their goals in the Middle East.
Russia, for instance, has been very active vis-
a-vis the Syrian conflict, supporting a narra-
tive that outlined two future scenarios (the
current status quo with Assad in power or Ji-
hadists taking over) and also aiming to reduce
international support for Assad’s departure.
This is part of the complex strategy Russia has
adopted in the Syrian crisis.

+ Operations that aim to steal data and
then use the sensitive information ob-
tained. These can be undertaken even by
actors with known limited capabilities and
reduced financial power.

Operation Dark Caracal used malicious
software to gain access to mobile electronic
devices, steal data (contacts, documents etc.)
and exert surveillance. Traced to a building
belonging to Lebanese security services, the
operation run from 2012 till 2018 and has tar-
geted government officials, journalists, activ-
ists, military personnel etc. This shows that
even actors with known limited cyber capa-
bilities can design and implement operations
of this kind. Technological innovations enable
them to gather personal data that can be used
for a number of purposes. A similar type of
operation in place since 2014, undertaken by
a group linked to Iran, aimed at stealing per-
sonal information of individuals based in the

SHARED SECURITY

Gulf Region, Turkey, Egypt and the US,” with
a main focus on telecommunications and the
travel industry. The technology company Sy-
mantec has identified another group called
Leafminer® that has targeted government in-
stitutions and a wide range of private entities
from different sectors across the Middle East
since 2017. The group steals data — including
emails, databases and files — and has been
known to operate in Saudi Arabia, UAE, Qa-
tar, Egypt, Israel etc. Although there are indi-
cations of where these types of operations are
based, it is difficult to accurately determine
who is behind them and whether or not they
are state-sponsored.

Information warfare is also used to in-
fluence elections by hacking into the email
accounts of high level politicians and then
releasing damaging information to the pub-
lic (as was the case with the 2016 US presi-
dential election). In the Middle East, this has
happened in Lebanon where groups linked to
Iran targeted the Lebanese political leadership
to erode popular support® in view of the 2018
election®

« A significant use of information warfare
by non-state actors and terrorist organiza-
tions that aim to gain more funding, recruits
and to promote their operations.

Non-state actors and especially terrorist
organizations use information warfare to gain
a tactical advantage in hybrid warfare cam-
paigns. While possibly possessing low con-
ventional capabilities, these groups resort to
information warfare campaigns to create on-
line narratives that promote the idea that they
possess significant more military resources
than they actually do. For example, ISIS has
used this tactic extensively. As noted by Anne
Slaughter, ISIS “has created a digital battle
space in which an online narrative of victo-
1y can translate into success on the ground”*
ISIS also used a wide range of platforms - on-
line images, magazines, videos in several lan-
guages — to reach out to a broad audience to
promote their manifesto, attract new recruits
and radicalize them.? While ISIS did not pos-
sess any significant cyber capabilities, it used
cyberspace and more specifically social media
extensively to spread their messages. Given



the low amount of investment required and
their effectiveness, these tactics can be easily
adopted and replicated by extremist groups all
over the world.

RECOMMENDATIONS: TACKLING/
COUNTERING INFORMATION WARFARE

+ Governments should invest more in pro-
tecting critical data resources. In many cases,
Middle Eastern governments invest in cyber
capabilities but leave gaps in cyber defence.
Better protection systems can prevent the
theft and leakage of sensitive information and
can also function as early warning mecha-
nisms. Governments should also invest more
in the cyber defence of vulnerable public in-
stitutions, including universities, research
centres, news agencies. At the same time,
investing in R&D rather than buying off-the-
shelf products increases in-house expertise
and helps states develop their own systems/
products.

* Greater investments should be made
in educational programmes and awareness
campaigns to increase the public’s under-
standing of cyber threats. NGOs and civil
society organizations could play an important
role in this regard. Countering disinformation
requires a combination of cyber/technolog-
ical capabilities and educational outreach
aimed at informing society. The goal is to
educate people to be more critical and better
informed to reduce the vulnerability gap and
exposure to influence campaigns. At the same
time, basic knowledge of digital protection re-

duces the risk of having private information
stolen. Developing a comprehensive strategy
and action plan in this regard is essential, fol-
lowed by implementation on the medium to
long term.

+ Multinational tech companies play an
important role in tackling information war-
fare; social media platforms should cooper-
ate more with local stakeholders such as civil
society and the media to better understand
local and regional dynamics. A mechanism to
share best practices and experiences could be
put in place when addressing these issues. In
the current regional scenario, it may indeed
be difficult to establish this nexus of cooper-
ation, but the effort could still yield important
results.

+ Identifying and exposing information
warfare campaigns brings the issue to the
public’s attention. Furthermore, investing
in research to analyse how disinformation
spreads would contribute to better under-
standing the phenomenon and how different
actors can fight against it.

The Middle East has been the stage of a
variety of information warfare campaigns un-
dertaken in cyberspace and these types of at-
tacks will most likely further proliferate as the
actors continue to enhance their cyber capa-
bilities. Since these tactics and their implica-
tions are not confined to the region but extend
worldwide, countering this threat requires
long-term strategies and strong partnerships
between states, government institutions, pri-
vate sector companies and civil society.
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n the post-2011 Arab world, the presence

of hybrid security actors in collapsing

states has turned into the new normal,
also becoming a synonym for anarchy and
chaos. Policy makers have usually adopted
mainstream Disarmament, Demobilization
and Reintegration (DDR) approaches to cope
with the “militias problem”: as a matter of fact,
these policy paradigms' have proven to be,
much too often, ineffective and even coun-
terproductive, since they started from the as-
sumption that hybridity cannot be managed.
But hybrid security orders can be governed
too. In such peculiar settings, stabilization-ori-
ented governance means supporting the local
agency of these forces limiting the entropic
tendency present not only in the Middle East-
ern system,? but also within fractured Arab
states. Therefore, supporting local agency im-
plies breaking up or, more realistically, slack-
ening dependency ties between local military
groups and foreign patrons, in times of exter-
nal penetration and transnational patronage.
This localization process can succeed only
if accompanied by the selective inclusion of
hybrid forces — which is a step beyond formal
institutionalization — into local mechanisms
of revenue redistribution, development and
security, as part of a federal state-(re)building
process aimed to reconnect detached power
nodes on the same territory. In this perspec-
tive, Yemen is an interesting case study since
it combines a chronic lack of central sover-
eignty, a tribal social fabric, fluid political al-
liances, peripheral claims for autonomy, and
foreign-interferences vis-a-vis local actors.

HYBRID SECURITY AND THE ARAB WORLD:
MAKING SENSE OF A NUANCED LABEL

In the last fifteen years, most of the Arab states
have been shattered by unsustainable social
contracts, state legitimacy crisis, derailed po-
litical transitions, multi-layered civil wars and
local conflicts for land, resources and revenues:
some of them - Yemen, Libya, Syria and Iraq -
experienced the unmanageable combination
of these five dynamics. This resulted in the
weakening and /or collapse of national institu-
tional frameworks, replaced by the emergence
of armed feuds. These are micro-orders arising
from the ruins of war and built on the presence
of militias and bottom-up hybrid security ac-
tors: while geographically adjacent, they are
disconnected and often in competition one
with the other? As a result of combats, hybrid
players — mixed guerrilla and security gover-
nance entities — emerged as highly adaptable
actors: basic goods providers (in Syria also
through charities and local councils), political
agents (the Hashd al-Shaabi in Iraq), warlords
heading economic cartels (Libyan militias with
interests in the oil sector) and smugglers in
transit or border networks (the different forces
controlling Yemen'’s frontiers).

Surely, hybrid security actors are symptoms
of ineffective security governance by the state,
that co-opts or even exploits militias for the
regime’s survival, hence shaping their hybrid
nature. These orders reflect problematic sover-
eignties, far from the ideal of Westphalian-like
states where the monopoly of force follows
Weberian criteria, and closer instead to heter-
archies in which statehood has turned into a
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A FRAGMENTED CONTEXT

The distribution of the primary armed groups in Yemen (as of September 2019)
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MILITIAS’ ROLE IN YEMEN

Reported fatalities from remote explosives, landmines and IEDs in Yemen (January 2015 - June 2019)
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as a consequence

geographically-limited exercise. In hybrid po-
litical orders “diverse state and non-state se-
curity actors coexist, collaborate or compete”,
since “the state and its monopoly of violence
are contested™* this condition produces a
variety of “co-governance arrangements be-
tween state and non-state authority”s Thus
the label “hybrid security” becomes broad and
multifaceted and comes to indicate highly
unstable, fast-developing (in)security set-
tings comprising a multitude of locally-rooted
players: this category encompasses different
nuances/typologies depending on the hy-
brid actors’ relationship with the government
(direct/indirect connection or autonomy) and
their goals (cooperation or competition with
executive power)°

HYBRID YEMEN: FROM PATCHWORK
SECURITY TO ARMED FEUDS

Yemen's military structure presents a per-
sistent penchant for double hybridization:
hybridization due to the overlapping of tribal
and military roles and loyalties (for instance,
tribal chiefs who are also military command-
ers), and hybridization because of the vague
boundaries between formal and informal se-
curity actors. The outcome of the 2011 uprising
against Ali Abdullah Saleh’s regime, resulting
in institutional crisis, civil war and the direct/
indirect involvement of regional powers, has
further enhanced this trend. The emergence
of at least three competing centres of power
in the country (the internationally-recognized
government, the Houtis, the pro-secession
Southern Transitional Council or STC) has re-
sulted in a patchwork security scenario: local-
ly-based security agreements prevail on deals
agreed at a national level, since competing
security providers have multiplied throughout
the state and the instances of coexistence/
cooperation between armies and armed non-
state actors have increased, making room
for hybrid security experiences of combat
and, later, governance.” Recent platforms for
negotiation led by the United Nations have
focused on Hodeida (ceasefire and military

SHARED SECURITY

security pattern, as was the case with Syria’s
four de-escalation zones brokered in Astana.
Against this background, the hybridization of
military forces becomes the norm. In fact, on
the one hand remnants of the former regular
armed forces confer legitimacy to non-state
militias by turning them into regular security
actors (as with the Emirates-backed Southern
secessionist militias now technically under
the ministry of interior or the army), while
on the other, segments of the former official
armed forces act as auxiliaries of the militias
(like most of Saleh’s army loyalists coalescing
with the Houti militia).®

This process triggers the erosion and then
the re-composition of the military structure,
with the rise of local armed feuds reflecting
the balance of power on the ground. The feuds
represent the ungoverned outcome of state
crisis/collapse: in these power nodes, local in-
termediaries® - who in Yemen are mostly mil-
itary commanders and influent tribal chiefs
at the same time - are able to cultivate hierar-
chical economic relations between local com-
munities and government remnants, in the
absence of shared and legitimized institutions.
For instance, the Houti-held Sanaa’s network
of governance and power relations differs
from that of Mareb city, controlled by Gener-
al Ali Mohsin Al Ahmar. But micro-feuds can
also exist within the same city (consider the
districts of Aden divided between pro-recog-
nized government, STC forces, and Jihadists),
or within a single governorate (as is the case
in Hadhramawt, where the coastal areas are in
the hand of STC militias and the Northern oil-
fields of Wadi Hadhramawt are still controlled
by pro-government groups, many of them af-

filiated with Islah).*®

ONCE STATES, NOW ARCHIPELAGOS:
STARTING ANEW FROM LOCAL AGENCY

In Yemen and in other fractured Arab states,
the emergence of semi-autonomous and
disconnected armed feuds forges, within un-
changed national boundaries, new political
geographies. States resemble now archipel-

14 million

individuals at risk of

starvation and death
in Yemen

redeployment) and Taiz (humanitarian corri-  ago-like systems: these “islands of earth” are

dors) instead of pushing for an overall frame-  formally part of the same national archipelago

work approach, thus following a patchwork  but they rely, de facto, on local networks of
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governance and power in order to survive." In
this context, conflict-related sub-economies
contribute significantly to the consolidation of
hybrid and localized forms of security gover-
nance: as pointed out in a recent research by
Chatham House, the sub-economy type (cap-
ital city, oil-rich zone or transit/borderland
area) determines local economic activities and
violence spillover, thus encouraging armed
actors to compete or cooperate in a specific
territory. Therefore, a nationwide analysis
is ill-suited to understand the security-eco-
nomic nexus in wartimes, since “the conflict
sub-economy of Baghdad has more in com-
mon with that of Tripoli than that of al-Qaim
[an Iraqi border town]”, with the latter show-
ing more similarities with Mahra (a Yemeni
borderland) than Mahra with Yemen'’s capital
Sanaa”*

There is therefore no doubt about the lev-
el of bottom-up decentralization achieved
in conflict-torn Arab states, with a pivotal
role played by hybrid security actors. As a
result, restoring spatial, relational and secu-
rity relations within Yemen, Syria, Libya and
Iraq appears fundamental in order to rebuild
fractured societies. This path can be pursued
only by anchoring security players to local
agendas and goals: this process, which also
favours accountability vis-a-vis the territories
of origin, needs to be supported by a compre-
hensive federal framework and governed by
an agreed political centre able to reconnect
polycentric territorial realities. In other words,
decision-malkers should insulate local military
forces from external influences, thus breaking
— or, more realistically, slackening the foreign
connection that currently magnifies the en-
tropic tendency.

Surely, economic incentives and revenue
redistribution are inevitable to weaken the
lucrative war economy cycle, emphasizing
instead a community buy-in: local security
must be linked to local decentralization and
development. The hypothesis of a Yemeni
National Guard (YNG),® to be formed while
restructuring the regular army, echoes this
approach. Each governorate would partially
contribute to its own security, co-financing its
own Division of the YNG through the re-in-

vestment of a variable share of the regional
budget (local taxes, fees and energy revenues):
the largest share of the budget would be cov-
ered by external donors through central in-
stitutions, especially for less wealthy regions.
This trade-off, local budget for local security
towards local development, would partially
keep local wealth within the territory, thus in-
centivizing members of militias or state-spon-
sored armed groups to engage part-time in the
regular security sector, to be performed in a
civilian capacity. In the current war economy
context, soldiers of institutionalized militias

receive higher salaries than army’s ones, and

regularly so.

CONCLUSION: RETHINKING THE APPROACH
TO HYBRID SECURITY ORDERS

If we look at the history of Yemen, and many
other Arab states, hybrid security governance
emerges as a permanent feature of their sys-
tem: one that may be partially contained
through inclusive, smart central processes
based on effective decentralization, but whose
dismantling would appear utopian, a goal that
many Western decision-malkers have toiled
with unsuccessfully. Some of the militias and
security players that have emerged “from be-
low” should be reined in by national authori-
ties and international stakeholders to facilitate
federal state reconstruction in Yemen, Syria,
Libya and Iraq. In Yemen, long-time margin-
alized Houthis are now much closer to Iran
than in 2015 and have started to play the card
of Tehran's support as a political upper hand
against Saudi Arabia; southern secessionists
of the STC have exploited the Emirates’ back-
ing to pressure the UN after being excluded
from the negotiating table. Maximising the lo-
cal agency of hybrid players means including
selected members in the political process as
well as in centrally-governed (and internation-
ally-monitored) projects for local development
and security provision. Although demanding,
this community-based, locally-oriented ap-
proach would reduce the level of financial and
political dependency vis-a-vis external spon-
sors. In this way, the governance of hybrid se-
curity orders would be a first step toward state
rebuilding in fractured Arab states.
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Police reform
in North Africa:

a multilateral approach

Stefan Buchmayer, Head of Office in Tunis
Andprea Cellino’, Head of North Africa desk

Geneva Center for Security Sector Governance (DCAF)

n the aftermath of the 2011 “Arab

Spring,” reforming the security sector

became a fundamental component of
institutional capacity-building efforts to
further democracy building. Police forces
and security institutions were perceived as a
central element of the oppressive political in-
frastructures that people were determined to
topple, and thus became the focus of reform
plans to reverse their role in state power abus-
es, corruption and violations of human rights.
This was particularly the case in countries
where political transition was driven by the up-
risings (notably Egypt, Libya, Yemen and Tuni-
sia), but also in countries the stability of which
was relatively unaffected by those events, such
as Lebanon, Morocco or Jordan. However, the
contextual specificities of each affected coun-
try inevitably resulted in a curtailing of security
sector reform (SSR)? efforts across the board. In
fact, the Libyan and Yemeni transitions, suffer-
ing from external interventionism, led to failed
states with collapsed institutions precipitating
the countries into conflict. Meanwhile, Libya’s
North African neighbours followed different
paths. The cases of Egypt and Tunisia perfectly
encapsulate two opposite reform paths: in both
cases, there were initially serious opportunities
to initiate SSR, which enjoyed public support3
However, in Egypt, the counter-revolutionary
restoration operated by Sisi and the armed
forces all but halted any SSR efforts. In Tuni-
sia, on the other hand, democratic legitimacy
of elected institutions and strong civil society
involvement favoured both a top-down and
a bottom-up compromise on the country’s

approach to SSR. Such an approach was ac-
companied by genuine engagement with the
security forces, and by a gradual strengthen-
ing of oversight mechanisms and institutions

The government also benefited from targeted
technical support provided by international
actors, as we will examine below. In the case
of the region’s more resilient governments as
mentioned above, SSR has generally remained
an integral part of government efforts, albeit
guided essentially by a top-down approach,
institutionally designed, with limited or insuf-
ficient engagement at the broader political and
civil society levelss

POLICE REFORM IN TUNISIA

As a result of the 2011 “Jasmine Revolution”
and the process leading to the Tunisian Con-
stitution in 2014, SSR became a major focus — if
not immediately on the part of all new national
political forces, then at least of the interna-
tional security and development cooperation
directed at Tunisia. The former political sys-
tem was built on a one-party structure which
heavily relied on the internal security forces®
to maintain its exclusive grip on power. This
legacy caused an atmosphere of suspicion and
fear, and heavily damaged the relationship
between citizens and the police® Therefore,
fixing the relationship between the police and
citizens has commonly been considered — with
good reason — a potentially powerful tool for a
stable transition towards democracy in Tuni-
sia. The following short presentation of a pos-
sible approach to police reform in Tunisia lays
out the rationale of SSR in a context of demo-
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THE INVESTMENT IN SECURITY

Annual budget of Tunisian Defence and Interior Ministries (in millions of Tunisian dinars)
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The three branches of Tunisian internal forces
Staffing of the Tunisian

cratic transition from an authoritarian state re-
lying on a strong, oversized security sector that
was subject to virtually no political control”
In order to achieve progress under the given

Ministry of Interior

conditions, an SSR/G programme logic must
address the political nature of the process,
with careful consideration to the distribution
of power within the institutional landscape.
Given the disproportionate strength of the se-

+130%

the increase of the

budget of Tunisian
Ministry of the
Interior between
2011 and 2018

of Mol budget is for

curity sector itself, particularly the police in the
case of Tunisia, the first goal of an approach
intended to produce sustainable results should
be to establish a more balanced institutional
setup. Therefore, the inclusion of a wide range
of political and social actors with potential in-
fluence on the main process (police reform)
is a logical starting point for empowering the
broader political environment. Once dynamics
in the political environment to address pow-
er imbalances have been set in motion, the
direct target of reform (police forces) may be
confronted with internal dynamics favourable
to and sometimes pressing for change. In this
case, an international cooperation partner may
become part of a political process, rather than
an external actor with a pre-set reform agenda.
While many multilateral and bilateral coopera-
tion organizations and programmes have been
directly engaged with the Tunisian Ministry
of Interior (Mol) on police reform since 2011,
this engagement yielded mixed results in its
early years. In parallel, from the rationale of
a comprehensive approach aimed at the po-
litical environment, a few organisations have
entered into several other partnerships with
Tunisian state bodies responsible for oversight
and accountability mechanisms of security in-
stitutions, including the police.® These partner-
ships have allowed them to address thematic
areas of considerable relevance to the Mol and
its security forces. Examples include building
integrity, preventing and fighting corruption,
access to information and professional com-
munication development, as well as prevent-
ing the use of torture, particularly by police.
The latter is of interest because the narrative
surrounding torture prevention, including tor-
ture of particularly vulnerable groups such as
minors, although discursively present within
the Mol since 2011, only truly took shape with

29,817
\ Civil Protection

KD 7146

Police
50,083

Data: Marsad

the involvement of the independent National
Anti-Torture Commission and with the cre-
ation of a working group composed of forensic
doctors and judges/prosecutors.? Following
a request from the Mol, these efforts were
subsequently expanded with the creation of
professional peer groups, which also allowed
criminal police officers to undergo training on
the guide.

In the area of integrity building and reduc-
ing corruption, the gradual involvement of the
parliament, of independent oversight bodies
and of civil society on subjects including pub-
lic financial management and institutional
transparency has also opened opportunities
for further engagement with the Mol. Once
technical discussions with clear bearing on the
security forces yielded promising results, the
Mol expressed willingness to engage directly
on several of the same areas of intervention,
recognising their relevance to the Ministry
and the police. Gradually, this engagement
hasbeen developing into a comprehensive ap-
proach to security and police reform approach
with a focus on good governance and a multi-
year partnership and support program concept
currently being developed



In these two examples, a comprehensive
approach may have triggered a change in the
Mol's approach to reforms. Another similar
example is the Mol's increasing openness to-
wards the introduction of an oversight mech-
anism, through the creation of a commission
on police ethics, which will be the objective of
a project implemented by DCAF for the Euro-
pean Union.

Progress made up to now seems to indicate
that a cooperative and multi-level approach
to police reform in Tunisia — through indirect
interaction with the Mol, and parallel engage-
ment with a wider range of stakeholders at the
political, institutional and societal level— has
so far been successful. This does not come asa
surprise when we consider two elements that
shape the political environment of police re-
form in Tunisia: first, the Mol and its security
apparatus played an important role in keeping
the previous political regime in power; conse-
quently, security forces were not considered
as a neutral, citizen-oriented corps. Second, it
was unrealistic to expect a Ministry that had
held a predominant position in politics and
society for decades to cede power immediately
in a situation of political change. Yet, it is with
this almost naive assumption, widely shared
in parts of the international community, that
many SSR initiatives in Tunisia started, ex-
pecting results from direct cooperation with
the Mol.

In contrast to this direct approach, develop-
ing a range of cooperation partnerships with
both political-institutional and civil society ac-
tors allowed the setup of primary accountabili-
ty and oversight structures for the security sec-
tor in the broader political environment. Thus,
the Mol and the police have been given the
opportunity to develop and transform in their
own socio-political operational context, with a
comprehensive institutional support package.

There are two main takeaways from this
engagement in police reform in Tunisia: first-
ly, the understanding that in order to achieve
broader political objectives through SSR, the
reform approach must include a wide range
of political and social actors with a potential
influence on the main process targeted — SSR,
and more particularly in Tunisia, police reform.

The second is the realization that an indi-
rect approach to cooperation, involving mul-
tiple actors, both institutional and societal,
leads over time to significant results. This of
course occurred within a legal and political
framework favouring reform, an environ-
ment which, if not in place already, may in
some instances be difficult to replicate else-
where.

POLICE REFORM IN THE MAGHREB: A WAY
FORWARD?

The approach to police reform in Tunisia
described above gives rise to interesting re-
flections and lessons learned that should be
actively considered by organisations willing
to engage on this thematic area in the region.
Firstly, the adaptability of Tunisia-focused
programmes to other North African countries
is tricky, but feasible; in fact, this approach
is now being adapted for different countries
with a certain degree of success, most notably
in Morocco.”

In other North African countries, the path
to reform may take longer. While demand for
reform in Algeria has considerably risen over
the past year, possibilities for engagement re-
main limited so long as authorities are unable
to commit to longer-term reform initiatives.
In Egypt, police brutality is not uncommon,
and in many respects reflects a reality of
abusive military rule across the region: po-
lice forces can only be as accountable as the
regimes they serve. Additionally, in a fragile
context with a high potential of regional spill-
over such as Libya, in which police forces are
basically non-existent, potential for reform is
extremely limited given the unstable institu-
tional structures the country is plagued with.

Contextual differences must not be set
aside in project design; however, at a time
when socio-economic and security challeng-
es intersect and span national boundaries in
the MENA region, it is difficult to cast aside
the regional lens when thinking about reform.
Institutional structures have, for decades, in-
fluenced one another at their core — the hope
now being that the same influences can pave
the way for a mutually-inspired North African
wave of democratization.
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The reconstruction of Syria:
what role for

external players?

Julien Barnes-Dacey

Director of the Middle East & North Africa programme
European Council on Foreign Relations (ECFR)

s Bashar al-Assad slowly re-estab-
lishes central control over Syria, the
ider confrontation that has sus-
tained nearly a decade of civil war is shifting
to a new battleground, the economy. Whether
Assad can rebuild Syria has become the central
issue around which the opposing sides are now
re-positioning themselves. Assad and his back-
ers view reconstruction as a means of consoli-
dating the regime’s victory. Assad’s opponents
in the West, on the other hand, see it as the are-
na where they can renew efforts to extract con-
cessions from the regime. In this backdrop, Syr-
ia will remain a cockpit of intense competition
for some time to come. The result is likely to be
the continued hollowing out of the Syrian state,
for which the long-suffering Syrian people will
continue to pay the highest price.

STARK SITUATION ON THE GROUND

Syria’'s needs, after more than eight years of
devastating conflict, are almost unimaginable.
Some 500,000 Syrians have been killed, twelve
million internally or externally displaced, and
the previously middle-income country has
been economically devastated. According to
the World Bank, at least $226 billion of gross
domestic product (GDP) has been lost, four
years' worth at the 2010 figure.’ The Syrian gov-
ernment says it will cost around $400 billion to
rebuild the country?

While the government talks of a “post-con-
flict phase”, it has taken few steps to initiate this
process. The 2019 budget only allocated $2.5
billion to reconstruction funding, a drop in the
ocean compared with what is needed® While

some local projects are under way, the main
government effort appears to revolve around a
number of public-private partnerships centred
on the one resource readily at its disposal: real
estate. A series of property laws, including Law
10 which allows the government to designate
redevelopment zones and compel owners to re-
linquish ownership in exchange for compensa-
tion, is designed to open up lucrative real estate
opportunities. This process appears focused on
stimulating otherwise unaffordable reconstruc-
tion with private finance, but doing so in a way
which prioritises the channelling of economic
rewards to regime-afhliated businessmen. Crit-
ics argue that this process effectively amounts
to forced eviction, as it prevents many local
residents (some of them now refugees) from
asserting their legitimate ownership rights, and
compensation is unlikely to match the true val-
ue of the expropriations

This approach, effectively side-lining equita-
ble and needs-driven reconstruction efforts, is
partly driven by the regime’s financial impera-
tives; but it also likely reflects a desire to ensure
that the general population can never again
become an active popular force capable of chal-
lenging central authority.

THE ROLE OF THE REGIME'S ALLIES

AND OTHER REGIONAL ACTORS

Assad also wants to use reconstruction to lock in
wider international reintegration. Here, though,
Damascus has made clear that it has no interest
in Western support in view of its role backing
the opposition and the perception that its help
will be tied to unacceptable political demands?
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THE SITUATION ON THE GROUND
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The immediate focus is on Russia and Iran given
their strong backing of the regime. But the atti-
tudes of these two states highlight the complex
dynamics of the post-conflict environment:
Moscow, for its part, is now an active cheerlead-
er for Western-backed reconstruction efforts,
which effectively puts it at odds with the regime,
highlighting a fundamental difference between
the two. The regime’s priorities are keeping con-
trol on the ground and channelling development
through its own friends, whereas Moscowwants
to use the prospect of reconstruction to secure
Western acquiescence in its victory.

Damascus’s position seems to be mirrored by
the regime’s other key backer, Iran, which also
appears to prioritise the consolidation of Assad's
military position. Moscow and Tehran do not
differ fundamentally in their strategic ambition
of seeing Assad victorious; but there does seem
to be a divergence between them over the im-
portance of Western acquiescence, as well as an
emerging sense of competition for post-conflict
influence in Syria.

On the one hand each sees control of eco-
nomic resources as a way of establishing its
longer-term influence in the country; but there
is more direct financial competition, too. Having
invested significant economic resources in en-
suring Assad’s survival, Russia and Iran are now
both looking for payback.

Significant recent deals by both countries
include securing leases on Mediterranean port
facilities, Russia in Tartus and Iran in Latakia®
Other agreements include a 50-year deal for
the Russian company Stroytransgaz to devel-
op phosphate mines near Palmyra, a contract
which had previously gone to Iran. The change
highlighted the emerging economic rivalry be-
tween the two, and indeed the Iranian media
have expressed some concern that Russia is
trying to edge Iran out of its post-conflict reward
in Syria” Tehran also had a previously agreed
mobile phone licence cancelled, though it has
secured a range of other licences in the industri-
al, housing and agricultural sectors.

The financial dynamic driving Russian and
Iranian interests in Syria highlights the com-
mercial opportunity which some onlookers now
see in Syria’s destruction. Damascus is making
significant efforts to woo the BRIC countries,

SHARED PROSPERITY

and particularly China, all of which still have
diplomatic relations with Syria and will not tie
support to any political demands. Assad also ap-
pears open to receiving financial support from
the Gulf states; and although all these countries,
like the West, long supported the opposition, an
emerging acceptance of the regime’s military
victory and a desire to increase Arab influence
to counterbalance Iran and Turkey have re-
sulted in warmer relations, symbolised by the
reopening of the UAE embassy in Damascus in
late 20182

A WESTERN PRESSURE CAMPAIGN

If this is one side of the reconstruction coin
then the West is the other. The US and many
European governments regard the twin cards
of reconstruction support and sanctions relief,
both of them closely connected with a third —
Western legitimation — as a means of main-
taining pressure on Damascus. This may also
— always subject to President Trump'’s change-
able impulses — be combined with continuing
US sponsorship of SDF-controlled north-east-
ern Syria, home to important energy and agri-
cultural resources.

This Western approach means a complete
unwillingness to engage in any steps which
could help the regime to cement its position.
That rules out any support for reconstruction
unless Assad makes political compromises.
But there is also a more active dimension to
this strategy, designed to raise domestic pres-
sure on Assad so that he cannot win the peace.
While most Western officials accept that Assad
does not want Western money, the bloc be-
lieves it can force the Syrian regime to change
its behaviour by increasing levels of domestic
pain. Sanctions on dealings with Syrian finan-
cial institutions or the country’s business elite
are key features of this policy.

Syria’s ongoing fuel crisis is a further exam-
ple of this approach. While the shortages reflect
longstanding Syrian regime corruption and
economic incompetence, the recent crisis was
directly provoked by US measures stopping the
flow of oil from Iran?® The shortage has pro-
voked increased public discontent within Syria
as fuel and food prices have risen.

Western policy also has implications for



humanitarian assistance On the one hand
“smart” sanctions inevitably have a restrictive
impact on imports more generally, including
food and medical supplies, due to a “chilling
effect” which makes the international private
sector very wary of dealing with Syria even
under humanitarian exemptions At the same
time, Western states are now also interpreting
humanitarian support more restrictively than
ever to ensure that they do not provide support
to the regime for wider reconstruction efforts®
This is further motivated by a firm conviction
that Western aid will inevitably be exploited by
the regime to consolidate its own position rather
than serving the needs of the wider population.

A key question hanging over the Western
position is the degree to which this firm posi-
tion can be maintained, especially given that it
is unlikely to succeed in forcing significant po-
litical concessions out of the regime. A number
of EU states have at times pushed to reopen the

conversation about Europes policy towards
Syria and the possibility of some re-engage-
ment.

A DISMAL FUTURE FOR SYRIA

Ultimately, this ongoing geopolitical struggle
will have immense real-world implications
for Syrians on the ground who will continue
to see their needs neglected. Any post-conflict
activity will largely be shaped by the regime’s
positioning and the commercial and strategic
ambitions of external players: no-one — not
Russia, Iran, China or Syria’s regional neigh-
bours — will be interested in the core concerns
of the Syrian population. Meanwhile Western
measures risk reinforcing the regime’s worst
impulses. This unfolding dynamic could drive
the country even further towards internal
breakdown. The continued hollowing out of
Syria will almost certainly have dire long-term
ramifications for all involved.
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in the Gulf monarchies
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he countries of the Gulf Coopera-

tion Council (GCC) — the Kingdom of

Saudi Arabia (KSA), the United Arab
Emirates (UAE), Kuwait, Qatar, Oman, and
Bahrain — have some of the same problems
they had forty years ago. They are reliant on
natural resources as a primary source of fiscal
revenue. They have populations that expect a
range of social services and patronage from the
state and its ruling families. Further, they have
little private sector dynamism and productivi-
ty,* as the state tends to dominate local econo-
mies. These problems are not new, but the pres-
sures of population growth and expectations
of intergenerational equity have put economic
policy at the centre of state capacity.

VARIATION IN APPROACHES

TO DIVERSIFICATION

There has been new momentum to resolve, or
at least begin to shift public policy to address
inefhiciencies like subsidies, spur private sec-
tor and non-oil growth, and to create alternate
sources of government revenue. The momen-
tum accelerated with a sharp decline in global
ol prices in late 2014.

Since 2015, the GCC countries have become
more competitive with each other in altering
their policy landscapes to streamline fiscal ex-
penditure, to attract foreign investment and
resident investors. We can see variety in the
approaches to economic diversification in
many policy choices, but labour market regu-
lation and rights of foreign investors stand out
to distinguish how the GCC states view their
relationship with outsiders. There is pressure to

create new sources of revenue and to transform
primary energy exports into more refined pet-
rochemical products, in itself a diversification
initiative. The pressure varies depending on the
burden of population size and diminished ener-
gy endowments. In most cases, energy depen-
dency remains a key feature of Gulf economic
models, even when energy product diversifi-
cation via petrochemical production is an ele-
ment of reform.

Intergenerational equity is a major driver of
reforms, and a point of variation between the
GCC states.? GCC oil exporters have substantial
oll resources, but some (Bahrain, Oman) may
face a terminal decline in oil revenues as soon
as the next 15 years. Oil revenues remain the
main source of funding for government spend-
ing, which is the key driver of economic output
and household income in the Gulf. However,
there are vast differences in how governments
can sustain current spending, given their dif-
ferent natural resource endowments and social
spending commitments. For Kuwait and Qatar,
they have small populations and large stores
of hydrocarbon resources, which enable them
to save more of their oil and gas income over a
longer period, thereby increasing their spending
power in a post-oil era. Kuwait, Qatar and the
UAE have large reserve assets in their sover-
eign wealth funds (with legislatively mandated
contributions from oil revenues in Kuwait) and
hydrocarbon reserves that range from 68 to 100
years of production.

There is now some important variety across
the GCC states in approaches to fiscal reform
and foreign direct investment. Only the UAE,
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however, has shown a reluctance to rely on
fiscal stimulus. UAE non-oil revenues are near
60% of total government revenue, the highest in
the GCC. Kuwait spends more per capita citizen
than any other GCC state, yet its non-oil income
as a share of total income is lower. Research
from CEIC and HSBC finds that Kuwait spends
roughly $13,000 per person (including non-cit-
izens), while Bahrain spends about half, just
over $6,000 per capita, per year. Yet Bahrain's oil
wealth is a fraction of Kuwait's3 Qatar is similar
to Kuwait in its spending and in its lack of non-
oil revenue. These two economies are not diver-
sified, just more endowed.

Saudi Arabia may have over 60 years of oil at
current extraction rates, but its public finances
are not likely to sustain the current spending
levels without serious adjustment. Oman and
Bahrain are in the weakest fiscal positions and
hold the weakest resources. Bahrain has made a
recent tight oil off-shore discovery and has an-
nounced it will allow 100% foreign ownership
in some projects to help aid its extraction This
policy shift is novel in its welcoming approach
to foreign ownership, as commercial agency
restrictions and nationalization of oil resources
have been hallmarks of GCC development pol-
icy for decades. The UAE has also announced
special visas to allow long-term residency to

foreign investors and highly skilled profession-
als, along with the expansion of 100% ownership
allowances outside of free zones, as part of the
emirate of Abu Dhabi’s Ghadan 21 initiative ®

DOMESTIC PRESSURE TO DO MORE,

WITH LESS RESOURCES

In each of these countries, governments face
enormous strains on public finances and chal-
lenging economic outlooks, due to fluctuating
ol prices, demographic pressures, high unem-
ployment rates, and a lack of economic diversi-
fication. Debt has become a tool of choice, but
the capacity to repay and grow is beginning to
differentiate the GCC states® Wealth stored as
reserve assets and the capacity to attract new
private investment for job creation are not the
same. Those states that borrow heavily now,
without the capacity to generate new non-state,
non-oil related wealth in the future will be at a
disadvantage. Diversified economies will create
growth that generates new revenue streams
(arguably by taxes and fees) for the state, or they
will rely on state-owned investment vehicles,
including externally focused sovereign wealth
funds, to generate it for them. Gulf states are
now major issuers of emerging market sover-
eign debt globally, flooding the bond market
with new issues since 2015.
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The fall of oil prices
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DEBT ISSUANCE

While debt repayment will constrict future fis-
cal policy space for Gulf states, there are also
environmental and geopolitical challenges to
confront. The rising impact of climate change
further complicates socio-economic challeng-
es. The Gulf will be a more difficult place to
sustain, and the world will find new ways be-
yond hydrocarbons to meet its energy needs.
The relevance of the Gulf to the global economy
of the future will depend on its diversification
efforts now. The region faces a future in which
it will be more difficult to sustain a population
both in comfort and in economic means, yet it is
central in current global geopolitical and securi-
ty concerns. Furthermore, there is a concerted
“eastward turn” in the Gulf states’ orientation
towards major energy consumers in Asia” The
political and economic ties to China will have
long-lasting effects on both the global econ-
omy and the security architecture of the Gulf
and Red Sea corridor. The international order
is undergoing a fundamental transition, with
significant implications for the Middle East and
the Gulf states. Inward and nationalist political
shifts in the West, China’s increased engage-

Data: US EIA
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Syria and Yemen, and the potential breakdown
of the Joint Comprehensive Plan of Action all
necessitate a role for the Gulf states in interna-
tional institutions and negotiated frameworks.

A CHALLENGING PROCESS
The breadth of policy demands, both domes-
tic and external, are forcing GCC states to ex-
pand their state capacity and policy toolkits.
Adjusting their labour markets to absorb and
support women and youth is proving especially
challenging. Labour market shifts pose distinct
hurdles for those states more reliant on expa-
triate labour and consumption. Saudisation
has strictly limited some retail and hospitality
sectors to nationals;® while Oman has enacted
bans on hiring foreigners and set some sectors
and job categories for nationals-only® These are
all questions of the shifting social contract of
the GCC states, with both domestic and foreign
policy constraints. Gulf states will balance the
demands of their citizens without losing pow-
er or going bankrupt, while also sustaining or
amplifying their position in the global political
economy. And some have more ambitious for-
eign policy goals than others.

Tracking shifts in fiscal policy since 2014,

years of oil at current
extraction rates in
Saudi Arabia

ment with the Middle East through its Belt and
Road Initiative (BRI), the ongoing conflicts in

we can identify several trends™ First is the
implementation of taxes and fees and reduced

ROME 2019

MED



subsidies. These efforts to increase sources of
government revenue, and reduce costly expen-
diture on subsidies have been disproportion-
ately borne by foreign populations in all of the
GCC states, especially where foreigners out-
number citizens (Qatar, UAE), but also because
citizens have had some policy respite. In effect,
the second trend is a retrenchment and return
to fiscal outlays to appease citizen concerns. In
Oman, for example, citizens have been able to
apply for needs-based support to purchase fuel
products; 80% of Omanis reach the qualifica-
tion threshold " In Kuwait, increased electricity
and water prices have exempted citizens and
applied more to corporates and foreigners.? In
Saudi Arabia, the Citizens Account program
provides direct cash transfer support to lower
income families (though without income tax,
there is abroad swath of the population that can
request direct support).® Housing support is an-
other area in which GCC states have continued
to spend on generous provisions of grants or
low-interest mortgage programs.

The GCC, as a customs union, hoped to have
a cohesive approach to the implementation of
a value-added tax in 2018, but only the UAE
and Saudi Arabia followed through as planned.
Since 2018, only Bahrain hasjoined the five per-
cent VAT group in early 20196 In 2017, the UAE
announced excise taxes on tobacco, energy and

soft drinks. For the UAE, excise taxes and the
value-added consumption tax weigh heavily
on the expatriate population, which now serves
as a convenient tax base. The implementation
of fees for government services and visas have
long been part of Dubai government revenue
generation, as Dubai was the first in the Gulf
region to implement a road toll system in 2007,
which took advantage of its commuter, tourist
and expatriate traffic along its main highway”
In 2019, Abu Dhabi followed suit.®

We can see some learning transfer in the
implementation of economic reforms and di-
versification effort both within and between
GCC states. A competitive and nationalist
landscape is emerging, in which foreigners and
their investment will be more welcome in some
states than others. Moreover, we should see
long-term divergence in fiscal expenditure and
intergenerational equity emerge as some states
struggle with limited hydrocarbon resources.
We can also expect citizens, and even residents,
to take a growing interest in economic develop-

ment policy and government performance. It is
more difficult to predict how new foreign policy
partnerships will shift economic opportuni-
ty and domestic politics in the coming years.
What is certain is the continued dominance of
hydrocarbons and their legacies in the political
economy of the GCC.
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hina has grown about five-fold

since it has joined the global

trading system, the World Trade
Organisation. While such levels of growth
are natural for a country that had been very
closed until that time, there are rising con-
cerns that it might follow the letter of the
multilateral system, but not the spirit of the
global rules of engagement. As a result, many
argue that China has acquired an unfair com-
petitive advantage and that the current mul-
tilateral system is not fit to cater for a country
the size of China. Furthermore, while China
has been a rule taker till now, at some point
it may want to become a rule maker as well.
Indeed, the United States is concerned that
China’s underlying motivation for global en-
gagement is not just economic but may relate
to security as well.

The US holds a much clearer view of how
to deal with China. The current engagement
in trade wars with China shows that the US
does not believe that the spirit of the current
global trading system is fit to accommodate
a country that large or that different. Europe,
on the other hand, is more reluctant to pass
judgement. While broadly in agreement with
the US when it comes to economic matters,
Europe does not believe in trade wars as a
way to impose discipline. But then how does
one attempt to level the playing field? The
EU, unlike the US, insists on preserving the
multilateral system as a way of enforcing the
law.

And what about security concerns?
Should Europe welcome Chinese invest-

ments in critical infrastructure like commu-
nications but also ports? The problem lies in
the fact that while these decisions are taken
at country level, their ramifications extend
across the continent. Pressure to coordi-
nate such economic decisions is bound to
increase, perhaps in direct conflict with a
country’s right to make sovereign decisions.

Europe is still the largest economic part-
ner for the broader MENA region and the
whole African continent, even though Chi-
nese economic involvement is increasing.
The next section provides a summary of the
size of the economic interests at stake and
their evolution in terms of trade and invest-
ment.

TRADE
In 2018, China ran a deficit in merchandise
trade with the broader MENA region. Chi-
na’s exports amounted to $126 billion and
its imports from MENA countries were
worth $164 billion. A substantial propor-
tion of Chinese imports from the region
(90%) come from Middle Eastern countries,
such as Saudi Arabia, Iran, Iraq, Oman, the
United Arab Emirates, Kuwait and Qatar.
These countries export large amounts of
petroleum to China, and for most of these
countries China is the first or second most
important export destination (see table 1).
Conversely, relations with North African
countries are more limited, in some cases
to few specific products.

China is the world’s largest oil importer and
44% of its crude petroleum is imported from
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Value of Chinese imports and exports in the region by country (2018)

Rank Rank
Export Import Top of China Export Import Top of China
to China | from China: export i asexport to China | from China: export i asexport
(sm) (sm) product | destination (sm) (sm) product i destination
Saudi Arabia 45,899 17,561 'y 1 Algeria 1,179 7,923 E 15
Iraqg 22,466 7,918 ‘ 2 Mauritania 858 1,040 Q 1
Iran 21,099 4,009 ‘ 1 Yemen 718 1,877 ‘ 2
Oman 18,821 2,876 ) 1 Morocco 711 3,690 (a3 10
UAE 16,281 29,903 ‘ 3 Sudan 670 1,885 ‘ 2
Kuwait 15,359 3,321 ‘ 2 Jordan 214 2,974 7
Qatar 9,001 2,489 0 4 Tunisia 195 1,416 16
Libya 4,742 1,433 ¢ 6 Bahrain 150 1,139 o 16
Israel 4,631 9,316 1tk 2 Lebanon 49 1,983 32
Egypt 1,835 12,021 ¢ 7 Syria 1 1,275 7 29
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Middle Eastern countries. Apart from oil, China
imports integrated circuits from Israel and Mo-
rocco and iron ore from Mauritania. In general,
China’s trade volume with non-oil producers is
largely dominated by Chinese exports, which
generate a trade balance surplus with these
countries.

INVESTMENT
China’s foreign direct investment (FDI) stock
outside of Hong Kong was $828 billion at the
end of 2018 (Chinese Statistics Office, 2019).
The China Global Investment Tracker (CGIT)
collects public information to track the desti-
nations of Chinese FDI flows. The figure above
shows Chinese FDI flows into the broader
MENA region since 2005. In all but one year,
the majority of Chinese investments in the
region went into Middle Eastern countries.
According to the CGIT dataset, the largest re-
cipient of Chinese FDI flows between 2005 and
2018 was Saudi Arabia with $35 billion or 16% of
total Chinese FDI flows into the MENA region.
Over the same period, slightly more than half of
total Chinese FDI into the MENA region went
to Saudi Arabia, the United Arab Emirates, Iran
and Egypt.

Chinese FDI in the broader MENA region

projects, most investments in the energy sector
concentrate in the oil and gas sector in Middle
Eastern countries. Chinese FDI into northern
Africa flows largely into transport and energy
(70% of total Chinese FDI into northern Africa).
Figure on page 51 puts the size of economic
ties between the broader MENA countries and
China into perspective. The chart plots the size
of the bilateral trade volume and of Chinese
investments as a proportion of the countries’
annual GDP. Particularly for Mauritania, China
is an important trade and investment partner.

LEN